
cordln2S. \Ideo recordings, fum. taDe. photographs, punch C3!'ds, programs. data compllatlon

from w~ch Information can be obtaine:i I'm::ludin~ marter use:j In data processing), and other

pnnted. 'Annen. handwntten, t\'pewncten, recorded, steno~hic, compurer-genmted, romJ:llter

stored. or eicx::tron.ically stored matter. however and by wbomever prod~, ~.

reproiuced. dissemmated. or made. The term "rewrds" also includes all oopies of documents bv

wh~rl'!\lt".t' mf:3M made. c~ccpt that where a document is identified or produced. ideotical coptes

thereof which do no( oonf~'n any m~.,.lcinel; additionl:l, Of de'e6on~ different from the origical need

nO( be separ.uely produced.

(3) The Court orders &!f~l\da.nI$ John C. N8SOft, OaDny Hart ~"rl N"Ir'("Orate

~tathe6 of Cell Time Cellular. Actioa Cellulae aod Actioo. Cellular ExtenaOl1 to produce ~nci

U.S.~s to seize the following:

(a)

(e)

(c)

(b)

(d)

AU lists, tilt$, records or om.r UUOl"nWtioa ooatainiOS names.
addresses and/or telephone numbers of individuals or entities for
wbom you aJterod. traDsfelTOd. emulated or manipulQJ8d 1he
electroaic serial Dumber cl ~lulartel~ from January 1, 1990
to the: prcxnt.

All ad"'ct'tisements, brochures ot other documcms which adyerti'Cd
services you provide to the public for alteri.D.8, transferring.
emulati.D.8 or nwtipulAtiO! the cledrOl1i' !erial number or cdlu1ar
telephones.

Documents in your possession which identify od1er individuals or
entities whi<.:h pru\i~ SC=J'\'icelll which 41Le1, u~ret'. emulate or
manipulate the electronic serial nwnben of cellular telephones.

Documents which evidence any previous a' current business
relatioaship or dealinp wtdl the entity 0+Technology.

A complete ropy c( all da!a 011 any aoraee medium. including
peper-bued fIxccl disk daIa aM ~movlble disk data (such II bard
drives. removable Qnv_. (lapp)' dnves. optical drives. tape drt\'Cl.
and RAM drives). Housl.oll Cellular will ramburse defendants for
~n8 .costs iacUlTCC1 in obtaining a bird copy ot tl1e foregang
inCormation.

(4) The COUIt orden Jebo C. Nel~ Danny Hart and~ representatives of Cdl

Time Cellular. ActiOtl Cellular and Action CeUular E:<tensiOD to immediately notify, in writing,

return receipt requested. any amllated computer service compaDy r:J this tempenry restraining

order.



~5) Tne G...>un crders plalntJff HOL.:ston Cdlu.!ar Telephone Company (D f;Je ~lth llc

Court a bond in the amount of S10,eXXlOO for the payment of ~lS and dama.ges a.s may ~

incurred or s",tTered jy any party who is found to have teen wrongfully restrained.

(6) A temporary injunctloo hearing is set for Friday, March 3, 1995 beguuling at 9:00

a.m., wilh the bearing to lake place l!1 Counroom .il~. ROCX' 1.i..- of ~he Federdl Courthouse

located at 515 Rusk, Houston. Texas nr:tY2,

-sf
51GNED this I day of t1Au.H . .1995.
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for paging and radiotelephone service. ': Cnder this rule. the number of additional channels
assigned to BETRS in the Rural Radiotelephone Service ""ill be determined on a case-bv-case
basi~. taking into account all relevant factors. including the grade of service required. the
equipment utilized, the amount and type of service for which demand is projected. the clustering
of the customer locations. the terrain. and the potential for interference between systems. In
addition. BETRS applicants ""ill be required to demonstrate that ample spectrum would remain.
after grant of their application. to meet present and projected future demand for mobile service
in the area involved. We also are adding rules governing the technical characteristics of BETRS
equipment as suggested by the commenters.n We believe that these new rules will permit us to

assign an adequate number of channels for BETRS in rural areas while. at the same time.
ensuring that sufficient 454 MHz public mobile spectrum remains available to meet present and
future mobile service needs.

Cellular Electronic Serial Numben

54. Proposal. We proposed in the Notice a new rule (Section 22.919) intended to help
reduce the fraudulent use of cellular equipment caused by tampering with the unique Electronic
Serial Numbers (ESN) that identify mobile equipment to cellular systems. The purposes of the
ESN in a cellular telephone are similar to the Vehicle Identification Numbers in automobiles.
That is, it uniquely identifies the equipment in order to assist in recovery if it is stolen. More
importantly, in the case of cellular telephones, the ESN enables the carriers to bill properly for
calls made from the telephone. Any alteration of the ESN renders it useless for this purpose.
The proposed rule explicitly establishes anti-fraud design specifications that require, among other
things, that the ESN must be programmed into the equipment at the factory and must not be
alterable, removable, or in any way able to be manipulated in the field. In addition, the proposed
rules require that the ESN component be permanently attached to a main circuit board of the
mobile transmitter and that the integrity of the unit's operating software not be alterable.

55. Comments. The commenters generally suppon our proposal,94 but they suggest some
modifications. For example, BellSouth, Southwestern Bell, GTE, and CTIA suggest that our
proposal should be modified to provide that equipment already manufactured, is exempt from
the rule. 9s They argue that subjecting existing phones to this rule would be very expensive and
difficult, if not impossible, to implement. Therefore, they recommend that the rule apply only

92 See discussion of new § 22.719 in Appendix A.

93 See discussion of new §§ 22.567 and 22.759 in Appendix A.

94 See,~ PacTel Comments at 2; CTIA Comments at 7-8.

95 BellSouth Comments at Appendix 2. p.36: Southwestern Bell Comments at 28-29; GTE
Comments at 30; CTIA Comments at 8.
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to phones manufactured after a particular date.;6 ~Y?'rEX recommends that we not require the
ESN chip to be secured to the main circuit board of the mobile transmitter as proposed. Rather.
~\r'I~EX suggests that the ES~ chip be anached to the frame of the radio and anached to the
10Q:ic board by cable.9~ In addition. it recommends that operating software be encotied or
sc;ttered over different memory chips.18 \lotorola., Inc. (\tlotorola) and Ericsson Corp.
(Ericsson I. twO manufacturers of cellular mobile equipment. suggest that the proposal be
moditied to allow authorized service centers or representatives to make necessary and required
changes to ES"\'s in mobile and portable units in the field. 99

56. Southwestern Bell recommends that the rule also apply to mobile equipment
associated v"ith a \\Iireless private branch exchange (PBX).IOO CTIA suggests that the proposal
be modified in several respects. First, it states that we should clarify that requiring a mobile
transmitter to have a "unique" ESN, means that any particular ESN will not exist in more than
one mobile unit. Second, CTIA suggests that ESN manipulation not be permitted "outside a
manufacturer's authorized facility." Third, it requests that cellular mobile units be required to
be designed to comply \\lith the "applicable industry standard for authentication. IdOl New Vector
supports the proposed rule, but emphasizes that the ESN criteria should be incorporated into the
type-acceptance rules to clarify that manufacturers will be subject to the Commission' s
enforcement procedures if they do not comply with the ESN requirements. I02

57. C2+ Technology (C2+) requests that we allow companies to market ancillary cellular
equipment that emulates ESNs for the purpose of allowing more than one cellular phone to have
the same telephone number. It argues that emulating ESNs in the way it describes benefits the
public, does not involve fraud, and retains the security and integrity of the cellular phones. :03 In
opposition, Ericsson asserts that the rules should include procedures to ensure that ESNs are not

96 For example, BellSouth suggests that the anti-fraud measures should not apply to equipment
type-accepted before January 1, 1993.

97 NYNEX Comments at 8.

98 Id. at 8-9.

99 Ericsson Reply Comments at 2-5; Motorola Reply Comments at 3.

100 Southwestern Bell Comments at 29.

101 CTIA Comments at 8.

102 New Vector Comments at Appendix I, p.44.

103 C2+ Comments at 1-2.
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easily transferable through the use of an encrypted data transfer device.: J4 Similarlv. ~ew Par
suggests that the proposed rule proscribe activity that does not physically alter the chip yet atfects
the radiated ESN by translating the ES:."-i signal that the mobile unit transmits. ~05

58. Discussion. The record before us demonstrates the need for measures that will help
reduce the fraudulent use of cellular equipment caused by tampering 'With the ESN. We therefore
adopt the proposed rule for the reasons set forth below.

59. Contrary to the suggestion of one commenter, the ESN rule will not prevent a
consumer from having two cellular telephones with the same telephone number. Cham!ing the
ESN emitted by a cellular telephone to be the same as that emitted by another cellular telephone
does not create an "extension" cellular telephone. Rather, it merely makes it impossible for the
cellular system to distinguish between the two telephones. We note that Commission rules do
not prohibit assignment of the same telephone number to two or more cellular telephones. ~06 It
is technically possible to have the same telephone number for two or more cellular telephones,
each having a unique ESN. l07 If a cellular carrier wishes to provide this service, it may. In this
connection, we will not require that use of cellular telephones comply with an industry
authentication procedure as requested by eTIA, as this could have the unintended effect of
precluding multiple cellular telephones (each with a unique ESN) from having the same telephone
number.

60. Further, we conclude that the practice of altering cellular phones to "emulate" ESNs
without receiving the pennission of the relevant cellular licensee should not be allowed because
(1) simultaneous use of cellular telephones fraudulently emitting the same ESN without the
licensee's pennission could cause problems in some cellular systems such as erroneous tracking
or billing; (2) fraudulent use of such phones without the licensee's pennission could deprive
cellular carriers ofmonthly per telephone revenues to which they are entitled; and (3) such altered
phones not authorized by the carrier, would therefore not fall within the licensee's blanket
license, and thus would be unlicensed transmitters in violation of Section 301 of the Act.
Therefore. we agree with New Par and Ericsson that the ESN rule should proscribe activity that

104 Ericsson Reply Comments at 3-4.

105 New Par Comments at 21-22.

106 The telephone number is referred to in the cellular compatibility specification as the
Mobile Identification Number or "MIN"

107 It is not technically necessary to have the same ESN in order to have the same telephone
number. Nevertheless, the authentication software used by some cellular systems does not
permit two cellular telephones with the same telephone number. In such case~, cellular
carriers should explain to consumers who request this service that their system IS not yet
capable of providing it.



,

does not physically alter the ESN. but affects the radiated ESN. including activities that transfer
ES~s through the use of an encrypted data transfer device.

61. With respect to the proposal to allow alteration ofESNs by manufacturers' authorized
sen'ice centers or representatives. we note that computer software to change ESNs, which IS

intended to be used only by authorized sen'ice personnel, might become available to
unauthorized persons through privately operated computer "bulletin boards". We have no
knowledge that It 15 now possible to prevent unauthorized use of such software for fraudulent
purposes. Accordingly. we decline to make the exception requested by Motorola and Ericsson.

62. We further agree \Vith the commenters that it would be impractical to apply the new
rule to existing equipment. Accordingly, we are not requiring that cellular equipment that is
currently in use or has received a grant of type-acceptance be modified or retrofitted to comply
with the requirements of this rule. Thus, the ESN rule will apply only to cellular equipment for
which initial type-acceptance is sought after the date that our rules become effective.
Nevertheless, v.ith regard to existing equipment, we conclude that cellular telephones with altered
ESNs do not comply with the cellular system compatibility specification108 and thus may not be
considered authorized equipment under the original type acceptance. Accordingly, a consumer's
knowing use of such altered equipment would violate our rules. We further believe that any
individual or company that knowingly alters cellular telephones to cause them to transmit an
ESN other than the one originally installed by the manufacturer is aiding in the violation of our
rules. Thus, we advise all cellular licensees and subscribers that the use of the C2+ altered
cellular telephones constitutes a violation of the Act and our rules.

63. With respect to NYNEX's proposed modifications for securing the ESN chip to the
mobile transmitter, the record does not convince us that these modifications will make the ESN
rule more effective. Therefore, we do not adopt NYNEX's proposal. We agree with
Southwestern Bell that the ESN rule should apply to mobile equipment associated with wireless
PBX if the equipment can also be used on cellular systems. We also clarify that the new ESN
rule prohibits the installation of an ESN in more than one mobile transmitter. Finally, as
suggested by New Vector, we amend the type-acceptance rule to refer to the newly adopted ESN
rule. 109

Use of Part 22 Transmitten in Non-Common Carrier Services

64. ProposaL Section 22.119 of the Rules currently prohibits the concurrent licensing
and use of transmitters authorized to provide common carrier service under Part 22 of the Rules

~~ 108 See old § 22.915, which becomes new § 22.933 in Appendices A and B..\

109 See discussion of new § 22.377 in Appendix A.
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FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

June 2'" 1 994

In Reply Refer To:
1600D-SLM

9402642

Honorable Jim Sasser
United States Senator
363 Russell Senate Office Building
Washington, D.C. 20510

Dear Senator Sasser:

This is in response to your letter of June 3, 1994 requesting that we respond to a
concern raised by your constituent Mr. Thomas Burke. Mr. Burke desired to have the
same telephone number for each of his cellular telephones. This often involves
changing the Electronic Serial Number (ESN) in a cellular telephone.

The ESN is a unique number programmed into each cellular telephone at the time it is
manufactured. The ESN uniquely identifies a mobile telephone to a cellular system.
ESNs are used for billing and other purposes. Alteration of an ESN can interfere with
a cellular carrier's effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or cloned ESNs are used in a
majority of cases involving cellular fraud.

In the Commission's Public Notice of October 2, 1991, Report No. CL-92-3, the
Commission stated its general position that "phones with altered ESNs do not comply
with the Commission's rules .... " The Commission also stated that "any individual or
company operating such phones or performing such alterations is in violation of
Section 22.915 of the Commission's rules and could be subject to appropriate
enforcement action." Section 22.915, Cellular System Compatibility Specifications,
generally sets forth the standards of cellular operation as reflected in the Cellular
System Mobile Station-Land Station Compatibility Specification (April 1981 ed.),
Appendix D to the Report and Order in CC Docket No. 79-318, 86 FCC 2d 469, 567
(1981).

If you have any additional questions, please do not hesitate to contact Steve
Markendorff of my staff at 202-653-5560.

n Cimko
ief, Mobile Services Division

Common Carrier Bureau



FEDERAL CO:\[\fl~lCATIONS CO:\L\lISSION
\\'ashington. D.C. 1055~

In Reply Refer To:
[I")I)IIO-J\1T

C -= I[ ULlf Tckcom mUnlC3.nons Indusrr\-\ssoc lanon
1133 21sr St .. ~.W . Third Floor .
\\'.1~hlr.gton. DC 20036

Artn: \lichael Altschul

Dear \1r. Altschul:

This is in response to your letter of November 4, 1992 concerning the applicability of rhe
FCC's rules to the NAM Emulation. Programming Device (NEPD) manufactured and
distributed by C Two Plus Technology. You ask for Commission concurrence that cellular
phones containing Electronic Serial Numbers (ESNs) that have been modified by the NEPD
(and similar devices) do not confonn with Part 22 rules.

In our Public Notice of October 2. 1991, Report No. CL-92·3, we stated our general
position that' .phones with altered ESNs do not comply with the Commission's rules .... ··
We also stated that .. any individual or company operating such phones or perfonning such
alterations is in violation of Section 22.915 of the Commission's rules and could be subject
to appropriate enforcement action... Section 22.915. entitled Cellular system compatibility
specifications. generally sets forth the standards of cellular operation as reflected in the
Cellular System Mobile Station-Land Station Compatibility Specification (April 1981 ed.).
Office of Engineering and Technology Bulletin No. 53. The bulletin is contained in
Appendix D to the Report and Order in CC Docket No. 79-318, 86 FCC 2d 469, 567
(1981).

It is a violation of Section 22.915 of the Commission's Rules for an individual or company
to alter or copy the ESN of a cellular telephone so that the telephone emulates the ESN of
any other cellular telephone. Moreover, it is a violation of the Commission's Rules to
operate a cellular telephone that contains an altered or copied ESN.

ohn Cimko
Chief, Mobile Services Division
Common Carrier Bureau



CTIA

Ms. Renee Licht
Acting General Counsel
Federal Communications Commission
1919 M Street, N.W.
Washington, D.C. 20554

Dear Ms. Licht:

FILE COpy

November 4, 1992

---

On October 22, 1992, CTIA and the statt ot the FCC's Mobile
Service. Oivision and the Ottice of Enqineerinq and Technoloqy met
to discu.. the applicability of the rcc'. rule. to the NAM
Emulation Proqra..inq Oevice ("K!PDR) aanufactured and distributed
by C Two Plua Technoloqy. At that .eetinq, eTIA and the Co_ission
statf reviewed the rcc'a rule., and Mr. Bric Hill, CTIA's Director
ot Induatry Security de.onstrated to the Co..ission atatf that the
HEPD alter. a cellular phone'a tactory-.et Electronic Serial
HUJIlber.

As you can a•• froa the attached l.tter to C Tvo Plus, CTIA
has concluded that the alteration of a cellular phone'a !SK by the
e Two Plus HEPD ia a clear violation of Section 22.915 of the FCC's
rule.. Ba.ed on our d-.on.tration and our review ot the device,
crIA .eek. the rec'. written concurrence that cellular phon.s
containinq ESNs that bave been aodified by the NEPD (and si.ilar
device.) do not confora to the 'art 22 Rules.

Given the iaportance of this utter to the cellular induatry's
ability to coabat fraud, I urqe you to act proaptly to .ntorc.
Section 22.915 of the rcc'a rules for cellular aervice.

Sincerely,

ft~~
Michael Alt.chul

Vice Pre.ident and
General Cowwel

Enclo.ure.

cc: eTIA Fraud Ta.k Force Fundin9 carrier.
Mr. Juliu. Knapp, Authoriaation and

evaluation Divi.ion, FCC
Mr. Jolm Cillko, Chief, Mobile senie..

Divi.ion, FCC

c........ ,..........dOM IaaItrJ AM......
113311. SL N.W.• 'niM 1'Ioar. W NS,IS. D.C. 20036e (202) 7IS4IIle,AX (202) 11'-0'721
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COMMON CARAIIR PUILJC MOilLE SIAVICES INflOAMA TION

CMANCiINQ II.ICT.OHIC SI"" L ~UM.'''S ON CIL.l..I"IU. ~ON'S
IS A ""OL.ATION 0' ~"'. COMMISSION'S "UL.'

'-.00" No. CI.-t2· 3 October 2. :'39:'

-

It ha. come to the attention ot the Mobile Service. Divis:..~1"'.

that individual. and companies m.y be alterinq the Elec,:ronlc
Serial Number (ESN) on cellular phone.. 'araqraph 2.3.2 in OS!
BUlletin No. 53 (C'llular SY'~M "Arail' ,,,,,,ipD - I4nd Sta':iop
C0'P'f.ipi1if.y Sptcili;,,,ign, July 19'3) .tata. that -(altte.pts to
chanqe tha .arial nuaber circuitry .hou14 rendar the aobile station
inoperativa." Tha 1911 edition ot tha.. compatiDility
specitication. (which contain. tha .... wor4inq) wa. included as
Appendix D in CC Docket 19-J11 and i. incorporated into SeC':lon
22.915 ot the Co..i ••ion's rule••

Phone. with altered ESN. 40 not co.ply with tha Commission's
rule•. and any individual or coa,.ny operatinq .uch phon.. or
pertorainq .uch alteration. i. in violation at Section 22.915 ot
tna Co..i •• ion'. rule. and could be .ubject to appropria':•
• ntorce••nt action.

Qua.tion. conceminq this Public Notica .hould be .ddr••••d to
Steve Markendorff at 202-653-5560 or Andrew "achby .t 202-632-6450.

- lice -


